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Preface

FM 6-02 describes the Signal Regiment support to the Army’s mission, commanders, staff officers and signal
personnel. This manual establishes the Signal Regiment’s roles and responsibilities of organic and non-organic
signal forces providing LandWarNet that enable and support the Army’s mission at all echelons. It supports the
Army's view of how it conducts prompt and sustained operations and sets the foundation for developing the
Army techniques publications, which provide techniques information.

The principal audience for FM 6-02 is Army commanders, leaders and staffs. Commanders and staffs of Army
headquarters serving as joint task force or multinational headquarters should also refer to applicable joint or
multinational doctrine concerning command and control of joint or multinational forces. Trainers and educators
throughout the Army also use this publication.

Commanders, staffs, and subordinates ensure their decisions and actions comply with applicable United States,
international, and, in some cases, host-nation laws and regulations. Commanders at all levels ensure their
Soldiers operate in accordance with the law of war and the rules of engagement. (FM 27-10)

FM 6-02 uses joint terms where applicable. Selected joint and Army terms and definitions appear in both the
glossary and the text. Terms for which FM 6-02 is the proponent publication (the authority) are marked with an
asterisk (*) in the glossary. Definitions for which FM 6-02 is the proponent publication are boldfaced in the
text. For other definitions shown in the text, the term is italicized and the number of the proponent publication
follows the definition.

FM 6-02 applies to the Active Army, Army National Guard/Army National Guard of the United States, and
United States Army Reserve unless otherwise stated.

The proponent of FM 6-02 is the United States Army Signal Center of Excellence. The preparing agency is the
Signal Center Doctrine Branch, United States Army Signal Center of Excellence. Send comments and
recommendations on a Department of the Army (DA) Form 2028 (Recommended Changes to Publications and
Blank Forms) to Commander, U.S. Army Signal Center of Excellence and Fort Gordon, ATTN: ATZH-DT
(FM  6-02), 506 Chamberlain Avenue, Fort Gordon, GA 30905-5735; by E-mail to
usarmy.gordon.sigcoe.mbx.gord-fg-doctrine@mail. mil.
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Introduction

“The network is essential to a 21st Century Army. Networked organizations improve the
situational awareness and understanding leaders need to act decisively at all points along the
spectrum of conflict, while providing connectivity down to the individual Soldier. The network
allows dispersed Army organizations to plan and operate together, and provides connectivity to
joint, [coalition], and interagency assets.”

Secretary of the Army — 25 February 2010

Field Manual (FM) 6-02, Signal Support to Operations, is the premier Signal doctrine publication, and only
field manual. FM 6-02 compiles Signal Corps doctrine into three chapters with supporting appendices that
address network operations in support of mission command and unified land operations and the specific
tactics and procedures associated with organic and nonorganic Signal forces. The fundamental idea of
Signal Corps tactics is the employment and ordered arrangement of Signal forces in a supporting role to
provide LandWarNet across the range of military operations. The detailed techniques regarding the ways
and methods to accomplish the missions, functions or tasks of the Signal Corps indicated in this FM will be
addressed in supporting Army techniques publications (ATPs).

Army forces operate worldwide and require a secure and reliable communications capability that rapidly
adapts to changing demands. Technological advances improve the capability to fulfill this requirement and
an increased dependence to modify, exchange, and store information in cyberspace. Technical networks
enable every mission from training the force to the execution of all tasks in order to influence the
environment. Technical networks are the voice, data, and video connectivity infrastructure supporting
current and future operations. Today’s tactical radio systems have the capability to pass digital information
and are part of the information environment, expanding the network and increasing the amount of
information transported securely.

The Army typically integrates with the joint community, other government agencies, multinational
partners, host nations, civil authorities, and other organizations. Extending the network is a capability
provided by the Signal Regiment for commanders and staffs to communicate with all necessary entities for
mission success, whatever the mission and whomever the partner.

Signal Soldiers are a flexible, integrated, and adaptive force that supports and enables all warfighting
functions providing depth in communication and synchronization between organizations both horizontally
and vertically. Signal professionals are technically proficient Soldiers able to install operate, defend, and
maintain a redundant, robust and secure network using complex systems and equipment.

Improvements in technology permit better use of the electromagnetic spectrum using various waveforms
and detailed frequency management. The secure network operates within the constraints of the
electromagnetic spectrum. When properly managed, operational and technical communications security
advancements provide a secure environment for passing critical information during mission execution at all
levels.

FM 6-02 is a new publication and captures tactics and procedures from previous field manuals. This
manual supersedes or rescinds appropriate publications after the corresponding Army technique publication
approvals.

FM 6-02 chapters include—

Chapter 1 addresses the Signal Corps’ support to unified land operations to include warfighting functions,
decisive actions, joint missions, space operations, Special Operations, cyberspace and cyber
electromagnetic activities, knowledge management, and port and base camp operations. Signal support to
space operations focuses on space-based capabilities and systems such as global positioning satellites and
satellite communications. Signal Support to Special Operations identifies the unique capabilities provided
to support Special Forces and Rangers. Signal support to cyberspace operations discusses planning,
engineering, installing, integrating, operating, maintaining, and defending the Army’s portion in this global
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Introduction

domain and support to cyber electromagnetic activities. Signal support to knowledge management includes
information management as an enabler to knowledge management. Signal support to operations also
focuses on the functions, services, and support necessary for port and base camp operations communication
requirements. Included in this chapter are the Signal core competencies and essential capability.

Chapter 2 outlines the organizational structure and the roles and responsibilities of the Signal
organizations that support the Army and joint forces at all echelons. It addresses the roles of the J-6/G-6/S-
6 staff sections that serve at the various echelons within Army commands, direct reporting units, joint task
forces, government agencies, or non-governmental organizations. It addresses the key capabilities and
functions that Signal units provide to Army expeditionary units and joint task forces that execute combat
missions across the conflict continuum. This includes the Network Enterprise Centers, theater strategic
signal brigades, signal command (theater), brigade combat teams signal company, expeditionary signal
battalion, theater tactical signal brigade, and theater strategic signal battalion units that provide signal
support throughout the operational theater.

Chapter 3 describes LandWarNet as an enterprise network mission command enabler. LandWarNet is the
network in which the operational Army and generating forces operate throughout all phases, in all
geographical environments. This chapter addresses the Department of Defense information network and
LandWarNet; LandWarNet network transport and information services; Department of Defense
information network and LandWarNet network operations; and cyber threats. The chapter also discusses
how the Signal Corps’ core competencies and essential capability support the secure network and its cloud
computing environment.

Based on certain doctrinal changes, certain terms for which FM 6-02 is the proponent have been added,
rescinded, or modified for purpose of this publication. The glossary contains acronyms and defined terms.
See the introductory table for specific term changes.

Introductory table. New Army terms

Term Remarks
spectrum management Replaces electromagnetic spectrum management operations
operations

Pro Patria Vigilans! (Watchful for the Country)

Signal Regiment Motto
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Chapter 1
Signal Support to the Army

As the Army continues to operate in the information age, communication systems
become more capable and complex. Signal provides the Army with highly skilled
personnel at all echelons to install, operate, maintain, and protect information on the
network every commander depends upon. The planning, preparation for, execution
and assessment of Signal support to operations is the role of the Signal Soldier. The
technical network for unified land operations is essential to the success of the Army’s
mission. This chapter describes the support to unified land operations and introduces
the Signal core competencies.

SECTION I — SIGNAL IN UNIFIED LAND OPERATIONS

1-1. The Signal Corps’ mission is to provide seamless, secure, continuous, and dynamic communications
and information systems and visual information support worldwide in support of United States and
multinational forces at all levels of command. Signal supports unified land operations by employing unique
net-centric capabilities at every echelon, providing secure connectivity to the network and information
services. This support is essential to the success of unified land operations and accomplishment of decisive
action tasks and directly supports the mission command warfighting function.

1-2. Commanders have a flexible and robust network at their disposal during all types of operations and
missions. The network is the primary conduit of information and is used to control forces. The current
network architecture allows collaboration among commanders, staffs, and unified actions partners to clarify
the meaning of events or situations embedded in their unique and continually evolving operational
environment.

SUPPORTING WARFIGHTING FUNCTIONS

1-3. Signal supports all of the warfighting functions directly by engineering, installing, operating,
maintaining, and defending the network. Each of the warfighting functions depend on a secure
communications infrastructure called LandWarNet. LandWarNet is the Army’s portion of the
Department of Defense information networks. It is a technical network that encompasses all Army
information management systems and information systems that collect, process, store, display,
disseminate, and protect information worldwide. LandWarNet is a network for application of the
warfighting functions of mission command, intelligence, fires, sustainment, protection, and movement and
maneuver to use for operations and to provide the commander and staff information necessary to make
decisions. LandWarNet is part of, and operates in, the cyberspace domain, with network operations
(NetOps) supporting both the joint and Army portions of the domain (Figure 1-1, page 1-2). Cyberspace is
a global domain consisting of the interdependent network of information technology infrastructure and
resident data, including the Internet, telecommunications networks, computer systems, and embedded
processors and controllers. (JP 1-02). The Army supports the cyberspace operations tasks of defensive
cyberspace operations and Department of Defense information network operations by executing
LandWarNet NetOps tasks.

1-4. The commander integrates the warfighting functions by executing mission command. The network,
with its associated information management and information systems, is the necessary technical
infrastructure on which to collect, process, store, display, disseminate and protect information.
LandWarNet is the technical network of the mission command system connecting people and enables the
sharing of resources and information.
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Chapter 1

JOINT

Cyberspace Operations

The employment of cyber capabilities
where the primary purpose is to achieve
objectives in or through cyberspace. Such
activities include network operations and
activities to operate and defend the
network. Cyberspace operations consists
of 3 functions:

» Offensive Cyberspace Operations

» Defensive Cyberspace Operations

+ Department of Defense Information
Network Operations

Department of Defense
information network

The globally interconnected, end-to-end set
of information capabilities, and associated
processes for collecting, processing, storing,
disseminating, and managing information
on-demand to warfighters, policy makers,
and support personnel, including owned and
leased communications and computing
systems and services, software (including
applications), data, and security. (JP1-02)
Department of Defense information network
operations involves the employment of the
following joint network operations tasks —

* Enterprise Management
+» Network Assurance
« Content Management

ARMY

Unified Land Operations (ADP 3-0)

How the Army seizes, retains, and exploits the initiative
to gain and maintain a position of relative advantage in
sustained land operations in order to create conditions
for a favorable conflict resolution

Enabled by Mission Command

Supported by Mission Command Tasks

Commander Tasks

+ Drive the operations process through the activities
of understand, visualize, describe, direct, lead,
and assess

+ Develop teams, both within their own
organizations and with unified action partners

« Inform and influence audiences, inside and
outside their organizations

Staff Tasks

» Conduct the Operation Process

» Conduct Knowledge Management and Information
Management

» Conduct Inform and Influence Activities

» Conduct Cyber Electromagnetic Activities

Additional Tasks

+ Conduct Military Deception

+ Conduct Civil Affairs Operations

+ Conduct Airspace Control

+ Install, Operate and Maintain the Network

+ Conduct Information Protection

Executed through Signal Operations

Provide seamless, secure, continuous, and dynamic
communications and information systems worldwide
(LandWarNet) in support of United States and
multinational forces at all levels of command.

Leveraging the Signal Core Competencies...
» Network Transport and Information Services
+ Spectrum Management Operations

+ Visual Information Operations

» Network Operations critical tasks:

= Network Management / Enterprise System
Management

+ Information Assurance / Computer Network Defense

» Information Dissemination Management / Content
Staging

Figure 1-1. Signal in unified land operations

1-5. Signal support to operations enables or supports the execution of all commander, staff and additional
tasks under mission command. The Signal Corps has direct responsibility to install, operate, and maintain
the network, support cyber electromagnetic activities, and perform tasks associated with information
management and information protection (Figure 1-2). The network enables the integration of the
warfighting functions, allowing the commander to access critical information to make decisions and
provides communications to control forces. Signal support to operations is an integral part of the mission

command system.
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Signal Support to the Army

Figure 1-2. Signal Corps responsibilities

1-6. Integration of the warfighting functions relies on the network for the capability to inform the
commander and staff. This includes the sharing of information among the six functions for each to
complete their own missions or tasks. The warfighting functions are mutually supportive and as
information passes from one element to another, the network supports the completion of missions in
support of the commander’s intent.
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